2.6 Network Configuration Patterns
2.6.1 Examples of user LAN setup patterns (typical examples)

There are the following patterns in setting up a user LAN to be connected to NACCS when
User Internal Network is already provided with a user's unique IP address

(1) Pattern 1
Physically separate LAN for NACCS and User Internal Network

(2) Pattern 2
Switch all IP addresses on LAN for NACCS to the IP address system designated by NACCS Center

(3) Pattern 3
Separate LAN for NACCS and User Internal Network by setting up user router

(4) Pattern 4
Use 2 LAN cards (NIC) for computers connecting to NACCS

(5) Pattern 5
Create 2 logical subnets on 1 LAN by setting up user router corresponding to secondary IP
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(1) Pattern 1
(A) User's current LAN setup
Simple LAN setup using a hub

Existing computer A Existing computer B Existing computer C
IP address: 100.100.100.1 IP address: 100.100.100.2 IP address: 100.100.100.3
| ﬂﬂﬂﬂl
= a
Hub

Designate existing computer A as Computer
for NACCS, and B and C for User Internal
Procedures only.

Figure 2.6.1 User's current LAN configuration (Pattern 1)

(B) New user LAN configuration
1) Set up a NACCS Connection Router designated by NACCS Center. NACCS Center

assigns an IP address for setting up the router.

2) The user changes the IP address of existing computer A to a private IP address
designated by NACCS Center.

3) As for existing computers B and C, the user changes the IP address in fields Ato C to
a private IP address designated by NACCS Center and sets an arbitrary value in Field

D.

LAN for NACCS

Changed to NACCS Changed to NACCS Set arbitrary by the user

Center designated Center designated
address address X“

IP address: 10.169.254.10 IP address: 10.169.254 IP address: 10.169.254[104]

Existing computer C

Existing computer A Existing computer B
(for NACCS) (for User Internal (for User Internal
Procedures) Procedures)
NACCS User

Network

[aTaTa) coo "1”

(==} e |

Hub NAI:(L,CS Conﬁection Router
IP address: 10.169.254.1

!

Designated and setby NACCS Center

Figure 2.6.2 User’'s New LAN Configuration (Pattern1)
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(2) Pattern 2
(A) User's current LAN configuration
Communication with an external network (LAN, WAN) using a user router that has a
secondary IP feature

Existing computer A Existing computer B
IP address: 100.100.100.2 IP address: 100.100.100.3

B N

User Internal Network IP address: 100.100.100.1 [ 500 ]
(LAN, WAN) = =

User router

Existing computer A is for User Internal
Procedures only. Use existing computer B
as computer for NACCS.

Figure 2.6.3 User's current LAN configuration (Pattern 2)
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(B) User’s new LAN configuration

1) Set up a NACCS Connection Router designated by NACCS Center. The Center assigns
an IP address for setting up the router.

2) The user changes the IP address of the LAN connected to the computer for NACCS
(existing computer B) to the NACCS IP address architecture.

3) The user changes the IP address of the NACCS user computer (existing computer B) to
a private IP address designated by NACCS Center.

4) As for existing computer A and the user's router, the user changes the IP address in
Fields A to C to a private IP address designated by NACCS Center and sets an arbitrary
value in Field D.

LAN for NACCS

Changed to NACCS Center
designated address

* This will not apply when user's own
network is using the same architecture
as the IP address newly assigned by
NACCS Center, in which case a

Arbitrarily designated separate report to NACCS Center is

by the user required.
IP address: 10.169.254 [104] IP Address: 10.169.254.10
Existing computer A Existing computer B o .
(for User Internal Procedures) (for NACCS) Arbitrarily designated by the user

Change to NACCS Center
designated address

45 45 ¢ *User Internal Network

IP Address: 10.169.254.103 (LAN, WAN)

[=] [=]

User router

MNACCS User
‘ Network
= =

NACCS Connection Router
IP address: 10.169.254.1
Specified and set by NACCS Center

Figure 2.6.4 User’s new LAN configuration (Pattern 2)
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(3) Pattern 3
(A) User's current LAN configuration
Communication with an external network (LAN, WAN) using a user router that has a
secondary IP feature

Existing computer A Existing computer B
IP address: 100.100.100.2 IP address: 100.100.100.3

B B

IP address: 100.100.100.1 [
User Internal Network 000 |

(LAN, WAN) = =
User router

Create new LAN for NACCS
without changing the existing LAN.

Figure 2.6.5 User's current LAN configuration (Pattern 3)
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(B) The user's new LAN configuration
1) Set up the NACCS Connection Router designated by NACCS Center. NACCS Center
assigns an IP address for setting up the router.
2) The user arranges a computer for NACCS, new hub, and new user router to connect to
LAN for NACCS and sets a private IP address designated by NACCS Center for the new
user router and a computer for NACCS.

3) Connect the user's new LAN and existing LAN with new user router. This requires no
change in the IP address architecture of the user's existing LAN.

Existing computer A Existing computer B
IP address: 100.100.100.2 IP address: 100.100.100.3
*User Internal Network
(LAN, WAN)
|P address: 100.100.100.1 [_I_
% 00 o=|
* This will not apply when user's own network is User router

using the same architecture as the IP address
newly assigned by NACCS Center, in which
case a separate report to NACCS Center is

required.
Designated and Setup by NACCS Center Setarbitrary by the user according
Arbitrarily designated to internal IP address structure
by the user

IP address: 10.169.254.10

Computer for NACCS P A}:jress: /

10.169.254[103 _ |P address: 100.100.100.4 NACCS Lser
oo °co° —L—
| N - = =
ew user NACCS Connection Router IP
router address: 10.169.254.1
LAN for NACCS Designated and setup by NACCS Center

Figure 2.6.6 User's new LAN configuration (Pattern 3)
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(4) Pattern 4
(A) The user's current LAN configuration
Communication with an external network (LAN, WAN) using a user router that has a
secondary IP feature

Existing computer A Existing computer B
IP address: 100.100.100.2 IP address: 100.100.100.3

B Bl

IP address: 100.100.100.1
User Internal Network [ 000 |

(LAN, WAN) = =
User router

Set up new LAN for NACCS without
changing existing LAN setting

Figure 2.6.7 User's current LAN configuration (Pattern 4)

2-6-7



(B) The user's new LAN configuration
1) Set up the NACCS Connection Router designated by NACCS Center. NACSS Center

assigns an IP address for sett

ing up the router.

2) Set up a new hub to build LAN for NACCS, and insert the LAN card (NIC) for using
NACCS into the existing computer. The user sets up a private IP address designated by

NACCS Center for the newly i

nserted LAN card.

3) Connect the newly inserted LAN card and NACCS Connection Router via the new hub.
4) ltis not necessary to change the IP address structure of the user's existing LAN.

IP Address:
100.100.100.1

Existing computer A
(Computer for NACCS and LAN for NACCS

User Internal Procedures)

IP Address: .| IP Address:
100.100.100.2 10.169.254 10

User

*User Internal Network
(LAN, WAN)

New hub
Setup as designated

by NACCS Center r|

router = =

IP Address:
100.100.100.3

IP Address:

| 10.169.254 .11

Existing computer B NACCS U
(Computer for NACCS and Nemorkser
User Internal Procedures)

[eXeoXe]

*This will not apply when user's own network is
using the same architecture as the IP address
newly assigned by NACCS Center, in which
case a separate report to NACCS Center is
required.

a a
NACCS Connection Router
IP address: 10.169.254 1
Designated and setup by NACCS Center

Figure 2.6.8 User's new LAN configuration (Pattern 4)
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(5) Pattern 5
(A) The user's current LAN configuration
Communication with network external LAN for NACCS (LAN, WAN) using user router
supporting secondary IP function

Existing computer A Existing computer B Existing computerC
IP Address: IP Address: IP Address:
100.100.100.2 100.100.100.3 100.100.100.4
= \ = \ = \
=] =] [=] E
User Internal Network
(LAN, WAN)
IP address: 100.100.100.1
000
User router supporting = =

secondary IP function

Use existing computer A as computer for
NACCS, and use all existing computer A, B
and C also for User Internal Procedures

Figure 2.6.9 User's current LAN configuration (Pattern 5)
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(B) The user's new LAN configuration

1) Set up a NACCS Connection Router designated by NACCS Center. NACCS Center
assigns an IP address for setting up the router.

2) Set up a network address designated by NACCS Center as the secondary address for
the user router supporting the secondary IP functionality (capable of setting up multiple
logical subnets on a single physical port).

3) Use the user router as a default gateway and set routing information for NACCS to static.

4) Set a private IP address designated by NACCS Center for the computer for NACCS.

Existing computer A Existing computer B Existing computer C
(for AiI-NACCS and User (Computer for User (Computer for User
Internal Procedures) Internal Procedures) Internal Procedures)
IP address: 10.169.254 10 IP address: 100.100.100.3 IP address: 100.100.100.4

Set the default gateway V\ User router
*User Internal Network on the user router f 000 I

(LAN, WAN) T —=
Statically set packets only for

(12[}'[:}]%"[(}3[? ! 1%"3338;?1 d MACCS Center server

10.169.254.0)

processable
/ NACCS User

* This will not apply when user's own A Netwark
network is using the same architecture as [E_—L—
the IP address newly assigned by NACCS = =
Center, in which case a separate report to -
NACCS Center is required. NACCS Connection Router

IP address: 10.169.254 1
Designated and setup by NACCS Center

Figure 2.6.10 User's new LAN configuration (Pattern 5)
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<Supplementary>
<Precautions>
NACCS Connection Routers do not exchange routing information with other routers.
Users connecting LAN for NACCS and their User Internal Network must set to static routing
information for the user router which is a gateway for their User Internal Network and set
the user router to a default gateway setting for computers within LAN for NACCS.

LAN for NACCS

—
—1
— =] User router NACCS NAGCS
SE= —_— (default gateway) connection router User Network
= —
—— ——— co}——o oo}
= —1= = = = =]
Host - g — —_—
— (1) (2)
Gateway
I:I computer
Computer
l; User Internal Network
Computer (LAN, WAN)

Figure 2.6.11 Setting the user router's routing information

(1) A message (data) sent by the user is transmitted from LAN for NACCS to the user router
set as the default gateway.

(2) When a message (data) addressed to NACCS is transmitted by the user, it will be directed
to the NACCS Connection Router in the user router based on the routing information set
to static and then transmitted from the NACCS Connection Router to the NACCS User
Network.

(3) When a message (data) addressed to User Internal Network is transmitted by the user, it
will be transmitted from the user router to User Internal Network.
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2.6.2 Example of connecting with Interactive Processing Mode (netNACCS)

(1) When connecting to the Internet via an internal firewall

Internal LAN

(o1D)

NACCS Packaged o)
Software (netNACCS) |= I_

: g Internet
Computer for netNACCS él

[ Internal firewall

Port number 443 (https)
must be able to
communicate. Use TLS
version 1.2 or1.3.

Figure 2.6.12 Example of connecting to the Internet through an internal firewall

(2) When NACCS Packaged Software (netNACCS) and NACCS Packaged Software
(Interactive Processing Mode) are used together

Internal LAN

a5
User Network

NACCS Packaged Software NACCS connection router

(Interactive Processing Mode) .I_ |
NACCS Packaged Software a5
(netNACCS) User computer

Internet

Firewall, etc.

Figure 2.6.13 Example of when NACCS Packaged Software (netNACCS) and NACCS Packaged
Software (Interactive Processing Mode) are used together

(Note 1) It is possible to install NACCS Packaged Software (netNACCS) and NACCS
Packaged Software (Interactive Processing Mode) on one computer, but it is not
possible to start and use both software at the same time.

(Note 2) When using NACCS Packaged Software (Interactive Processing Mode) with the
NACCS Packaged Software (netNACCS) together, refer to “7.3.4 Security standards
for connections to external networks”.
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2.6.3 Example of connecting with WebNACCS Processing Mode

(1) When WebNACCS Processing Mode and NACCS Packaged Software (netNACCS) are

used together

Internal LAN

=5
NACCS Packaged
Software Internet
(netNACCS) [ |

.

Web browser User computer i I
(WebNACCS) irewall, etc.

=5

Figure 2.6.14 Example of when WebNACCS Processing Mode and NACCS Packaged Software
(netNACCS) are used together

(2) When connecting to the Internet via an internal firewall

Internal LAN

e
Web browser
(WebNACCS) [

pu Internet

Computer for using WebNACCS @
[ Internal firewall
ey
Port number 443 (https)

must be able to
communicate. Use TLS
version 1.2 or1.3.

Figure 2.6.15 Example of connecting to the Internet via an internal firewall
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2.6.4 Concrete examples of system configurations

(1) Casel: Concrete example of case where multiple computers are used (router connection)

Case 1: Concrete example of case where multiple computers are
used (router connection)

Example of system configuration of an office using multiple NACCS terminals

[2] Lines can be

[1] Output printer can be -
consolidated

specified, etc. for each

[4] tput inf ti d
n oufput information code * Communication between NACCS
’ E *Qutput printer and switching of Center server and multiple
;" Notmark automatic/manual print, etc. can computers is enabled on a single
,’ printer 1 be set for each output information access line (connection to the
Il'/ﬂ code using functions of NACCS internal LAN is enabled)
l‘ 4 ] [4] Packaged Software
\ n
\ =
\\ 1 MNetwork
\ :
\{l printer 2 Hub MACCS connection router
—_Boeal—{ ooo]
S5 ‘\ User accessline
PC 1 for NACCS Procedures —
(Interactive Processing Mode) /—V >
A NACCS
MNetwork NACCS Center
/ senver
[ % /
| -y
PC 2 for NACCS Procedures
(Interactive Processing Mode
[ y
|
PC 3 for NACCS
Procedures
(Interactive
Processing Mode)
[3]1 A private IP address [4] Qualification of the printers [5]Connection devices other
must be used used to print payment slips than connection routers are
* Computers for NACCS * The printer used to print provided by users -
Procedures must use private payment slips for direct * Hubs, LAN cables, printer
IP addresses provided by payment of import declarations cables, efc. are provided by
NACCS center must be those verified (for users (Wireless LAN can be
printing OCR-B font) by Bank of used on devices provided by

« Internal computers on the
same LAN as computer for
NACCS Procedures, efc.
must use private IP address
that confirm to the provision
rules of NACCS Center

Japan (the printer types are users)
made public by NACCS Center)

Private IP addresses provided by
NACCS Center

- Communication with NACCS Center
Server

- —p Data flow of network sharing
services

Figure 2.6.16 Concrete example of case where multiple computers are used
(router connection)
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(2) Case2: Concrete example of case where Server for User Internal Procedures is

(router connection)

Case 2: Concrete example of case where Server for User Internal Procedures is used
(router connection)
Example of system configuration where Server for User Internal Procedures that can

implement network sharing services and NACCS Packaged Software provided by
MNACCS Center are connected

[11PC 1 is used for direct input and PC 2 for
Transmission/Receipt to/from Server for
User Internal Procedures

+ PC 1 is used for direct input

+ PC 2 is used for Transmission/Receipt files
(NACCS EDI message format) to/from Server for
User Internal Procedures

Network
printer 1

Computer for
direct input %

I

PC1 for NACCS Procedures

“'"""--.__

(Interactive Processing Mode) .
Hub MACCS Connection Router
[ eecal— ooo] : User
= = = = User Access Line Network

Computer for
Transmission/Receipt
to/from Server for User

Internal Procedures d a/
I- y
T %

S
PC 2 for NACCS Procedures
(Interactive Processing Mode)

- NACCS Center
server

"—'—-—-—_

Server for User Internal Procedures

-..___'

()

[2] Continuous fransmission
and automatic receipt/storage

« Multiple NACCS EDI message
format files created on Server
for User Internal Procedures
are fransmitted to NACCS
Center server, either
collectively or serially

[3] Network sharing

« Connection using network
sharing services

(Example) Sharing folders
using network sharing
services of Windows

(continuously transmitted while

checking)

+ The Process Result returned

from NACCS Center server are

automatically stored in NACCS e

EDI message format files on
Server for User Internal
Procedures

541___p»

. =

[4] Creating/reading
NACCS EDI message
format files

« Creating NACCS EDI message
format (to transmission to
NACCS Center server)

* Reading NACCS EDI
message format files (for
receipt from NACCS Center
server)

Private IP addresses provided by
NACCS Center

Communication with NACCS Center
server

Data flow of network sharing
services

used

Figure 2.6.17 Concrete example of case where Server for User Internal Procedures is used

(router connection)
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(3) Case 3: Concrete example of case where User Internal Network is used from computers
for NACCS Procedures (router connection)

Case 3: Concrete example of case where User Internal Network is used from

computers for NACCS Procedures

Example of system configuration where User Internal Network is used from computers in
the segment using NACCS (in which computers that communicate with NACCS Center

server exist)

LAN for NACCS

Bl

(1]
Computer for .
NACCS / User

b4

Internal router
(Set to be the [2]

\Eefaull gateway)

NACCS

Connection Router

Internal Procedures

routers do not

Computer for NACCS / )
exchange routing

[ User Internal / information

Procedures

" / S
[ /
== (11
/

B

Computer for User
Internal Procedures

[1] Setting an internal router
to be the default gateway

+ Since NACCS connection routers do
not exchange routing information
with other routers, an internal router
is set to be the default gateway
server of computers on LAN for
NACCS (segment in which
computers that communicate with
NACCS Center server exist)

MNACCS connection

User
Network

NACCS Center
server

User Internal
Network

[2] Statically setting routing
information of the internal
router

+ Routing information of the
internal router is statically set to
enable the routing of packets to
NACCS Center server and
packets to the internal network

Private IP addresses provided by

MNACCS Center .
Communication with NACCS Center -
server :

-5 Data flow of network sharing

services

Figure 2.6.18 Concrete example of a case where User Internal Network is used from
computers for NACCS Procedures (router connection)
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(4) Case4: Using different Connection Modes on the same communication line

Case 4: Using different Connection Modes on the same communication line

Interactive Processing Mode

g
o
-‘G L )
g a5 NACCS
S Connection Router NACES
5 I I=TaYaTa o000 Network
3  m— = = = =
(]
i 'E' User Access
Interactive Processing Mode Line
Different

Different Connection
Mode can be mixed on
the same
communication line

Connection Modes

E-mail Style Processing Mode

(W

C

=]

©

[1})

= SMTP/POP3

8

P ——

= —

2z =]

© —|=

O] p—
—

SMTP Two-Way
Interactive Processing Mode

Figure 2.6.19 Using two different Data Transmission/Receipt Processing Modes and different
Connection Modes on the same communication line
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(5) Case 5: Configuration example when user system uses the cloud

Case 5: Configuration example when user system uses the cloud

Optional DC (region) Physical location in the country
DC of user

Cloud service NACCS
) Connection
1 Router
— = User
;‘g _ Network 7

User System Gateway NACCS Center

computer server

[

IP Address must be fixed

-
-

Figure 2.6.20 Configuration example when user system uses the cloud
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(6) Supplementary: Precautions on connection with external networks (internet, etc.)

Supplementary: Precautions on connection with external networks
(internet, etc.)
In NACCS, a mechanism to disable access to computers on the Lan for NACCS from

external networks when connecting to external networks (internet, etc.) needs to be

implemented by deploying firewalls, etc. in user systems. See “7. Security Measures” for the
details.

LAN for NACCS

NACCS
Connection

[EJ "-..._ Internal router Router

Computer for
NACCS
Procedures

User s

coo Network

NACCS Center
server

/ \ User

[ I 4 Intemnal
E' J ‘ Metwork
Computer for ] \
NACCS / User \
Internal Procedures I

I

[1] Firewall, etc.
1
1

)

[E- External network

internet, etc.
Computer for ( ’ )

User Internal
Procedures

[1] Deployment of firewalls, etc.

+ The configuration shall be in place to
disable access to computers on LAN
for NACCS by implementing a
mechanism to hide LAN for NACCS
from the outside.

<= Communication with NACCS Center
. server

. Data flow of network sharing
. =—h services

Figure 2.6.21 Precautions on connection with external networks (internet, etc.)
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